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Guide For Using Onion 
Browser On iOS 


___ CHIN 


Onion Browser is a free and open-source web browser 
for iPhone and iPad that encrypts and tunnels web traffic 
through the Tor network, with extra features to help you 
browse the internet privately , it's not developed by tor 
project but they advised iOS users to use it also we advice 


to use it as secure alternative for Safari which is 


developed by Apple 
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Onion Browser is a free and open-source web browser for iPhone and iPad that 
encrypts and tunnels web traffic through the Tor network, with extra features to help 
you browse the internet privately , it’s not developed by tor project but they advised 
iOS users to use it also we advice to use it as secure alternative for Safari which is 
developed by Apple 


Browser Features : 


Internet access is tunneled through the Tor network[1][2] 

o Websites do not see your real IP address. 

o ISPs and insecure wireless networks cannot see your browsing. 

o Access websites, even behind some types of internet filters and censors. 

o View .onion websites: the “dark net” of hidden sites only accessible using Tor. 
Block third party cookies or all cookies. 
Ability to change cookie storage policy (Allow All / Block Third Party / Block All) 
Disable scripts and multimedia content that can be used to track you. 
Can send the “Do Not Track” HTTP header (DNT: 1) to websites. 


Security Notes : 


Onion Browser only tunnels traffic within the Onion Browser app. You are still using a 
smartphone you should be aware that information outside of Onion Browser will 
continue to use your normal connection 

iOS has full control over some network traffic, which may result in this traffic 
(including audio or video embeds) routing via your normal connection and not over 
Tor 

Websites may use Javascript to ask the browser for local time, therefore revealing 
your real time zone. Disabling Javascript (using the Strict security setting) is the only 
way to bypass this 

Websites may use the HTML5 Geolocation API (to view your current GPS location) and 
other new HTML5 features unless “Strict” security mode is set. Users should also 
remain vigilant for any pop-ups asking for permission to access location data. 

If you log into websites in Onion Browser that you normally log into outside of the Tor 
network, they will or still know who you are, and know that you use Tor. In certain 
circumstances (i.e. political dissent in repressive nations), this may be incriminating 
information in itself. 
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How To Use : 


e Press on use” USE A BRIDGE “ 


Sometimes you need a bridge to | 
get to Tor. 


» 


USE A BRIDGE CONTINUE WITHOUT 


e Press on” Obfs4” 
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Bridge Configuration Dorie, 


Bridges are Tor relays that help circumvent censorship. 
You can try bridges if Tor is blocked by your ISP; each 
type of bridge uses a different method to avoid 
censorship: if one type does not work, try using a 
different one. 


You may use the provided bridges below or obtain 
bridges at 


W “ 
No Bridges: Directly L.L to Tor 


| 
> ee | — 


| TNA N 
Provided Bridges; meek-azure 
| Provided Bridges: obfs4 iv 
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e Press on Start Browsing 
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Connected! 
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START BROW A 
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e Press on” Global Settings “ 
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about:blank 
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l e Press on” Send Do-Not-Track Header ” 
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Send Do-Not-Track header 


non-whitelisted 
tabs after not 
es 


Horizons 
ow 3rd party keyboards 
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_ Allow ignoring TLS errors a 


| 
| 
x 


en enabled, a per-host option to ignore further TL 


Go back to the app menu and press on” Host Settings “ 
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about:blank 
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e Press on “Default Settings “ 
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Host Settings 
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( < Press on” Allow Persistent Cookies” and choose No” press on” Allow WebRTC” 
> and choose "No" 
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< Hosts Default Settings 


Default Settings 


se'settings will be used as defaults for all ho 
idden 
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TLS version TLS 1.2,1.1,0r 1.0 


e Select” Content policy 
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orizons | 
Open (normal browsing mode) 


e Select” Strict ” 
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orizons 
Open (normal browsing mode) 
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All Rights Reserved © Electronic Horizons Foundation, We don't allow copying 
any materials the foundation presents without mentioning the original source 
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